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On a Monday morning, everything felt 
normal. Staff logged in as usual. Emails 
started flowing. Work began across 
teams and classrooms.

Systems opened, lessons started, orders 
were processed, and the organisation got 
on with the day.

By lunchtime, things felt a bit odd. 

A couple of people couldn’t 
access files they needed. Some 
systems were running painfully 
slowly. 

By mid-afternoon, screens were 
freezing, phones were ringing, 
and no one quite knew what 
was safe to touch.

Later, the operations had to stop 
early, with staff and students 
sent home while teams worked 
to understand what happend.

What followed was days of 
disruption, missed deadlines, 
cancelled lessons and meetings, 
difficult conversations 
with customers, parents or 
stakeholders, and a call from 

an insurer that didn’t go the way 
anyone expected.

A growing realisation that 
something which had been relied 
on for years had finally become a 
serious liability.

The software at the centre of it all 
hadn’t suddenly failed. It hadn’t 
expired overnight. It had been 
unsupported for a long time.

No one had thought much about 
it, because it had always worked.

That’s how unsupported 
software usually shows up. 
Something familiar that stops 
being safe long before it stops 
functioning.
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What unsupported 
software means

When people hear the phrase 
“unsupported software”, they often 
assume it means software that’s broken, 
outdated beyond use, or somehow 
switched off.

Unsupported software often looks and 
behaves exactly as it always has.

Software is considered “supported” 
when the company that created it is 
still actively maintaining it. 

That maintenance includes fixing bugs, 
closing security gaps, and responding 
when new threats or problems are 
discovered. 

If support is in place, the software 
continues to evolve to stay safe and 
compatible with the world around it.

At some point, that support ends.

This usually happens because the 
software has reached the end of its 
planned life. Newer versions are available, 
technology has moved on, and the 
manufacturer decides it’s no longer safe 
or practical to keep updating the old 
version.

A good example is Microsoft ending 
support for Windows 10. Computers 
running Windows 10 didn’t suddenly 
stop turning on. People could still log in 
and do their work. 

However, once support ended, any 
new security weaknesses discovered 
after that date wouldn’t be fixed. 
Microsoft wouldn’t step in to help if 
something went wrong.

Unsupported software isn’t 
broken. It’s unprotected.

Because it keeps 
working, it’s easy to 
miss the moment when 
responsibility shifts from 
the software maker to the 
organisation using it.
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The first few 
weeks: Why it 
feels harmless

When software first becomes 
unsupported, almost nothing 
changes from a day-to-day 
point of view.

People keep using it. Work gets 
done. From the outside, it feels the 
same as it did the week before.

This is why unsupported software 
often stays in place longer than 
anyone expects. There’s no obvious 
pain to respond to. No urgency. No 
clear reason to stop what you’re 
doing and deal with it.

However, under the surface, 
something important has changed.

From this point on, any new 
problems discovered in that 
software stay there permanently. 
If a weakness is found that could 
allow someone to gain access, 
there’s no fix coming. The door 
stays unlocked.

The risk exists even though nothing 
feels wrong. That’s what makes it 
easy to ignore.

After a few months:  
The risk starts 

to grow

As time passes, the gap 
between supported and 
unsupported software gets 
wider.

New security issues are discovered 
across the technology world all the 
time, often by researchers or the 
software vendors themselves. 

When software is still supported, 
those issues are fixed as part of 
normal updates. When it isn’t, they 
remain open.

That matters because information 
about these weaknesses isn’t 
secret. It’s widely shared so that 
supported systems can be 
protected. 

Unfortunately, that also makes 
unsupported software easier to 
identify and target.

Meanwhile, other systems in the 
organisation continue to change as 
computers are updated, new tools 
are introduced, and ways of 
working evolve.



Software 5

Over the years:  
The consequences 

become serious

Left long enough, unsupported software stops 
being a background issue and starts shaping 
how exposed the organisation really is.

At this point, the risk is no longer theoretical. 
A single outdated system can become the easiest 
way into the rest of the environment. 

Once someone gains access through one weak 
point, it can affect files, accounts, email, and 
customer data far beyond the original system.

Recovery options also narrow. 

Reinstalling old software may not be straight-
forward, restoring data into it can introduce new 
problems, and upgrading under pressure often costs 
more and causes more disruption than doing it in a 
planned way.

The organisation can end up stuck between two 
bad choices: Keep running something that’s  
clearly unsafe, or rush into change at the worst 
possible moment.

This is where the real cost of unsupported software 
shows up. Not just in money, but in stress, lost time, 
and damaged confidence.

At first, these risks show 
up as minor annoyances. 
Things take longer than 
they should, workarounds 
become part of daily 
routines, and support 
questions take more time to 
answer. Nothing dramatic, 
but nothing improving 
either.

Externally, the pressure starts 
to increase too. Insurers ask 
more detailed questions. 
Suppliers want reassurance. 
Partners expect a certain 
level of security as standard. 
Answering confidently 
becomes harder when parts 
of the setup haven’t been 
properly maintained.

The software is still running, 
but the organisation is slowly 
losing ground.
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The everyday problems that build up

Security risks tend to get the headlines, 
but unsupported software causes plenty 
of day-to-day problems long before 
anything serious happens.

Systems often feel slower and 
less reliable. Tasks that should be 
straightforward take more effort than 
they used to. Staff develop habits to work 
around limitations, which increases the 
chance of mistakes.

New starters find the tools harder to 
learn. Integrating new software becomes 
more complicated. Improving processes 
feels restricted by what the old system 
can cope with.

Support also becomes more expensive, 
even if it doesn’t look that way at first. 
Fixing issues takes longer. Fewer people 
are familiar with the software. Simple 
changes feel risky.

Over time, this creates friction. People 
hesitate. They avoid touching certain 
systems. They accept inefficiencies 
because “that’s just how it is”.

None of this feels like a crisis, 
but it slowly chips away at 
productivity and morale.
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When something goes wrong, 
recovery is harder than it should be

When systems are supported, recovery 
usually follows a known path. 

There are updates available, guidance to 
follow, and clear steps to get things back 
into a safe state.

Unsupported software removes that 
safety net.

If a system is compromised, corrupted, or 
fails, options are limited. Even if backups 
exist, restoring them into an unsupported 
system doesn’t guarantee the problem is 
resolved. The original weakness may still 
be there.

Questions start piling up: Is it 
safe to bring the system back 
online? Has the issue really been 
fixed? Could it happen again?

During an incident, decisions 
need to be made quickly. 

Unsupported software makes 
those decisions harder and 
riskier, especially when the 
organisation is rushing to get 
back up and running.
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Regulatory, legal and financial exposure

Across the world, organisations are expected 
to take reasonable steps to protect the 
information they hold. Regulations and 
compliance frameworks exist to safeguard 
personal, organisational, staff, student and 
customer data, and to ensure it is handled 
responsibly and securely.

The underlying principle is simple: If your 
organisation collects or stores information 
about customers, staff, or stakeholders, 
you’re expected to take reasonable steps to 
keep it safe.

That expectation doesn’t require perfection. 
It does, however, assume that systems are 
properly maintained and supported.

Using software that is no longer supported 
can weaken your position if something goes 
wrong. 

If a data breach or security incident occurs, 
investigators will often look at whether 
the organisation took sensible, up-to-date 
precautions. 

Unsupported software can make it harder 
to show that those expectations were met, 
especially if known security weaknesses were 
left unaddressed.

This doesn’t mean that running unsupported 
software automatically puts an organisation 
on the wrong side of the law. However, it 
does increase the risk that data protection 
obligations could be breached, particularly if 
personal or sensitive information is involved. 

Once that conversation starts, it can be time-
consuming, stressful, and expensive 
to navigate.

Financial consequences can follow in 
several directions. 

There may be fines or penalties depending 
on the circumstances, legal costs to deal 
with, or compensation to consider.

Even when formal action isn’t taken, 
dealing with enquiries, audits, or reporting 
requirements takes time and attention away 
from running the organisation.

There’s also the impact on trust. 

Customers expect their data to be handled 
responsibly. Employees expect the same for 
their personal details. If an incident exposes 
weaknesses that could have been avoided, 
rebuilding confidence can take far longer 
than fixing the technical problem itself.

Insurance can add another layer of 
complexity. 

Many policies expect organisations to 
follow basic security and maintenance 
standards. Unsupported software can 
complicate claims, slow things down, or 
reduce cover, even when insurance has 
been in place for years.

The common thread in all of this is 
responsibility. 

When software is supported, responsibility 
for fixing newly discovered problems largely 
sits with the vendor. When support ends, 
that responsibility shifts to the organisation 
using it. 

If something goes wrong after that point, 
it’s the organisation that must explain why 
the risk was accepted.
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How to find out if you’re using 
unsupported software

You may not know for sure what’s 
supported and what isn’t, and 
that’s normal.

Software accumulates over time. 
Versions change. Systems are 
inherited. What matters isn’t just 
the name of the software, but the 
specific version in use.

Operating systems, core software, 
email platforms, and anything 
holding sensitive information are 
good places to start looking. These 
are the systems that carry the most 
risk if support has ended.

You don’t need to become 
technical to get clarity. 
What helps most is visibility. 
Knowing what’s in place, 
what it supports, and where 
the unknowns are.

This is where working with 
a trusted IT support partner 
(like us) can make a real 
difference. Someone who 
can look at the setup, explain 
what’s supported 
and what isn’t, and help 
prioritise sensible next steps 
without panic.
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Get in touch.

If you’d like help reviewing your 
systems and understanding 
where support has ended, 
we can help.  

Reducing risk and 
moving forward

Unsupported software isn’t a sign that your 
organisation has neglected its technology. 
More often, it happens gradually as 
systems age, priorities change, and day-to-
day demands take focus elsewhere. The 
important step is recognising the risk before 
it forces decisions under pressure.

If this raises questions about the systems 
and software you rely on, now is the right 
time to gain clarity. Understanding where 
you stand helps you plan ahead, spread 
investment sensibly, and reduce risk in a way 
that supports both operational needs and 
long-term stability.

lucy@breathetechnology.com

London	 020 3519 0124
Cambridge	 01223 209920
Sheffield	 0114 349 8054
Suffolk	 0144 059 2163

www.breathetechnology.com 
(live chat available)


